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Fiserv Overview

– Serves more than 16,000 financial institutions worldwide

– 20,000 associates in 230 worldwide locations 

– More than 500 products and services

– $1 trillion in payments transactions annually

– 6+ billion ATM/debit card transactions annually

– 75% of US online bill payment volume

– 300+ million e-bills annually

– Account processing for 1 of every 3 US FI‟s
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Topics

• The Aha! Moment:  Knowing it‟s time to revamp

• Pick Your Poison:  Choosing the right external reference standard

• Build Your Army:  Identifying SME‟s and organizing for effective standards 

development

• Baby and Bathwater:  Ensuring continuity with existing content

• Round the Bases:  Executive sponsorship, approval and endorsement

• Hearts and Minds:  Communicating and training to drive adoption and 

alignment

• Showing Backbone:  Monitoring and enforcing standards compliance

• Continuous Improvement:  Creating and learning from feedback loops
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Introduction



Fiserv’s Definition of Security Standards

• A set of security features and/or internal 

controls to be provided by a system or 

other technologies in order for it to be 

deemed suitable for use in Fiserv’s 

Corporate or Production technology 

environments and in accordance with 

Fiserv’s Security and Controls policy

5



When Security is not really Secure…

• Enterprise security is typically driven by 

regulatory and compliance needs

• Information Security and Internal Controls 

primarily designed around compliance will only 

partially meet the true security requirements of 

your organization

• Organizations are meeting compliance 

requirements but are they really „doing the right‟ 

thing with regards to security?

• Are your security efforts and resources really 

making you more secure?
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Risk Process Approach
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Risk Process Implementation Components
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• Six implementation components were identified as essential for Fiserv

Standards Program Key Components

Goals

• Clearly define 
objectives, 
rationale and 
expected 
benefits

Frameworks

• Utilize widely-
adopted 
industry 
standards

• Provides a 
credible basis 
for design and 
completeness

Subject Matter 
Expertise

• Credible

• Realistic

• Ensure 
continuity

• Decision 
Rights

Change 
Management/ 

Communications

• Top-down and 
bottom-up 
approach

• Distributed 
responsibilities

• Education

• Frequent 
communication

Enforcement

• Partner with 
Corporate 
Audit

• Monitoring 
processes 
and 
technology

• Relate to 
everything 
else!

Continuous 
Improvement

• Feedback 
processes

• Incident/Risk 
identification 
and 
anticipation 
activities

• Integration 
with other risk 
processes

The Aha! Moment Pick Your Poison
Build Your Army/ 

Baby and Bathwater

Round the Bases/

Hearts and Minds

Showing 

Backbone

Continuous 

Improvement



The Aha! Moment
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Knowing It’s Time to Revamp

• Organizations must realize that attaining 

and achieving compliance is not sufficient 

• Overall security and risk management 

postures must mature 

• Difficult to do in decentralized 

environments
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• Enterprise standards for security and 

internal control are essential

• Get everyone on the same page

• „Set the bar‟

• Manage continuous change

• The migration of Fiserv from a 

holding company to operating 

company structure required common 

Security and Control Standards 



Security AND Control Standards

• The Fiserv standards program addresses both security standards 

and internal control standards for technology management

• Our „controls focus‟ provides guidance on areas of internal control 

beyond typical security standards

• Logging/Monitoring

• Auditing

• Approvals

• Other process controls

• All internal communication materials refer to „Security and Control 

Standards‟ or our „Security and Controls Policy‟

• „and Controls‟ is added to all references to ensure consistency and stress the 

importance
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Pick Your Poison
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Choosing The Right External Reference Standard

• Many organizations expect 

frameworks to illustrate the 

actual controls they should 

have in place

• Your selection of a control 

framework is important and 

should guide the design of your 

internal controls

• Fiserv‟s Approach:  ISO 27001
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Leverage Your Framework as a Guide

• Content for the Fiserv standards was 

organized according to the ISO 27001 

framework

• Base content was derived from 

existing standards and updated to 

ensure control objectives and activities 

in the framework were met

• Content to address gaps was 

developed by Subject Matter Experts 

and incorporated into standards

• Standards were reviewed and updated 

to address critical areas of internal 

control 
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ISO Benchmarking Analysis Example



Clear Alignment With an Industry Standard
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• The Fiserv standards are organized by Control Objective and Control Activity per the ISO framework.

• Enables other compliance activities  
General Control Objective and

Description from Framework

General Control Activity and

Description from Framework

Fiserv Specific Standards that 

Address Framework Requirements

ISO 27001 Framework



Build Your Army
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Identifying SME’s and organizing for effective 

standards development

• Security and Control Standards should be 

aspirational, not validation of what is 

already in place

• Standards development requires thought 

leadership and extensive input from 

Subject Matter Experts

• A centralized function should have 

responsibilities for organizing content and 

coordinating all efforts

• Fiserv‟s approach…
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Baby and Bathwater
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Ensuring continuity with existing content

• Adoption of new standards 

does not happen overnight

• Although standards should 

reflect a state you aspire to 

attain, be realistic and 

reasonable

• Offer opportunities for 

effective compensating and 

mitigating controls
• Focus on framework intentions

• Assess how far you are from 

full compliance
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Round the Bases
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Executive Sponsorship, Approval and Endorsement

• Effective change management is 

essential

• Change management requires 

both top-down and bottom-up 

approaches

• Important:  Your change 

management efforts should 

clearly illustrate the logic, 

intentions and background that 

went into your standards 

program
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Enterprise Alignment of Standards and Policy Content

22

Security and Control Standards

Security and Controls Policy 

Acceptable Use and 

Secure Computing Standards*

Enterprise Security 

Awareness Training

Fiserv Security Awareness

Code of Conduct and 

Business Ethics

* Summary document of 

relevant standards and 

policy items directly 

impacting end-users and 

secure computing behavior

* Significant input from 

Fiserv incident data

• Fiserv‟s program is designed to ensure alignment with Enterprise strategy, Fiserv values and to communicate the 

correct „Tone from the Top‟ on the importance of this topic.



Hearts and Minds
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Communicating and training to drive adoption and 

alignment

• Partner with communications and marketing 

groups

• Promote your standards and resources any 

chance you get

• Integrate with your Security Awareness and 

other Enterprise Training Programs

• Fiserv‟s approach…
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Showing Backbone



Monitoring and enforcing standards compliance

• Acceptable use standards/practices are monitored and reinforced by the Fiserv Data 

Loss Prevention, Security Monitoring Center and Incident Management programs
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Monitoring and enforcing standards compliance

• A reliable data source and consistent metrics – “single source of 

truth” – are essential for monitoring and enforcing compliance



Continuous Improvement



Creating and Learning From Feedback Loops

• Feedback must be solicited

• Risk/threat environments, incidents, 

audit findings, and other inputs should 

be monitored to identify improvement 

opportunities and detect areas for 

standards refinement

• Incident post mortems are excellent 

vehicle for reinforcing standards and 

identifying refinement needs

• No standards are perfect .   With eyes 

wide open, accept constructive 

feedback and adjust accordingly
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Questions?

Mike Seifert
Vice President – Risk Processes

Fiserv – Enterprise Risk & Resilience

262.879.5824

mike.seifert@fiserv.com


